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the rise of new digital health tech



Lecture Objectives

• Describe policy factors shaping current—and 

future—uptake of telehealth

• Recognize potential equity issues related to 

the shift towards telehealth

• Identify ethics & regulatory issues related to 

the rise of new digital health tech













Drivers of Telehealth Uptake

• Social distancing requirements, patient 

concern about transmission

• Payment parity by CMS, private insurers for 

telehealth services

• CMS expanded coverage provisions for remote 

patient monitoring services (incl. care not 

related to pandemic)



Drivers of Telehealth Uptake



Ethically Relevant Impacts

• Protection from harm (disease exposure)

• Prevent abandonment of patients, 

maintaining continuity of care

• Reduce barriers for patients, families 

(transportation, wait times, etc.)
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Telehealth can expand access…

Rural areas

Incarcerated



Yet barriers remain….







26% of Medicare 

beneficiaries lack digital 

access

Digital access issues 

greatest among those >85, 

Non-Hispanic Blacks, 

Hispanics, <100 FPL



Policy Solutions?

• Reimburse for audio-only visits (current)

• Consider telecommunication devices as 

“medically necessary” (& reimbursable via 

insurance)

• Expand access to broadband internet, phones 

for low-income populations



Policy Solutions?



Lecture Objectives

• Describe policy factors shaping current—and 

future—uptake of telehealth services

• Recognize potential equity issues related to 

the shift towards telehealth services

• Identify ethics & regulatory issues related to 

the rise of new digital health tech





Remote patient monitoring

Digital biomarkers

At-home testing











Rising use of telecontraception…aka 

“Uber for Birth Control”







Questions for Population Health…

• Do apps expand access…or convenience?

• Impact on other preventative services?

• Integration with medical records?



Rise of period tracking apps & “femtech”



Apps collect—& share—intimate data



…raising (extensive) privacy concerns 



Their accuracy is also often…questionable



App Name

Flesch-Kincaid 
Reading Level

Words per sentence 
(avg)

Passive voice (%)
# of Scrolls (iPhone 

8)
Required In-App 
Viewing for Use

ToS PP ToS PP ToS PP ToS PP ToS PP

Clue 12.4 12.8 19.8 23.3 23 29 17 34 No No

Flo 15.1 13.7 28.4 24 20 10 29.5 42 No No

Period Tracker 17.7 14 31 23.8 23 19 17.5 7.5 No No

Ovia 14.2 13.6 25.3 23.6 16 17 42 17.5 No No

Eve 15.2 15.3 28.7 29.5 15 14 57.5 62.5 No No

Glow 15.2 15.3 28.7 29.5 15 14 59.5 60 No No

Fertility Friend 14.1 12.1 22.8 17.3 33 29 4.5 9.5 No No

Spot On 15.8 14.9 28.8 25.1 18 16 37 27 No No

Kindara 15.5 13.1 28.9 20.3 23 17 84.5 16.5 No No

Life 19.4 19.1 36.7 37 18 22 18.5 4 No No

Cycles 12 12.5 19.9 22.4 27 19 13.5 24 No No

Period Diary 15 14.7 29.4 25.6 14 17 27.5 25 No No

Period Calendar 11 12.3 18.4 23.5 16.2 29 16.5 2.5 No No

Dot 13.5 9.4 23.5 16.2 26 13 5 4 No No

Natural Cycles 11.7 13.6 19.2 23.6 22 22.2 38.5 24.5 No No

Leah R. Fowler, Charlotte Gillard, and Stephanie R. Morain, Readability and Accessibility of Terms of Service and 

Privacy Policies for Menstruation-Tracking Smartphone Applications HEALTH PROMOTION PRAC. 

Terms of service & privacy policies are unreadable



Determining HIPAA Scope:

 Do you create, receive, maintain, or 
transmit identifiable health information?

 Are you a health care provider or health plan?

 Do consumers need a prescription to access your 
app?

 Are you developing this app on behalf of a HIPAA 
covered entity (such as a hospital, doctor’s office, 
health insurer, or health plan’s wellness program)?

https://www.ftc.gov/tips-advice/business-center/guidance/mobile-health-apps-interactive-tool#identifiable

…yet many apps outside scope of HIPAA



Some are FDA-cleared…but marketing can mislead



Section 3060(a) of the 21st Century Cures Act 
amended section 520 of the Federal Food, Drug, and 
Cosmetic Act, removing certain software functions, 
including those intended for maintaining or 
encouraging a healthy lifestyle that are unrelated to 
the diagnosis, cure, mitigation, prevention, or 
treatment of a disease or condition, from the 
definition of device in section 201(h) of the FD&C Act. 

…& many exempted from FDA oversight



2019 Draft Guidance moves some mobile apps from the 
“enforcement discretion” category to the “not a medical 
device” category. This includes mobile apps that are 
intended for individuals to log, record, track, evaluate, 
or make decisions or behavioral suggestions related to 
developing or maintaining general fitness, health or 
wellness.



Apps raise special considerations for teen 

users

Leah R. Fowler, Charlotte Gillard, and Stephanie R. Morain, Teen Use of Smartphone Applications for Menstrual 

Cycle Tracking. PEDIATRICS. 2020. 

https://www.google.com/imgres?imgurl=https%3A%2F%2Fwww.pacerteensagainstbullying.org%2Fwp-content%2Fuploads%2F2014%2F05%2FiStock_000021893970Medium-1024x682.jpg&imgrefurl=https%3A%2F%2Fwww.pacerteensagainstbullying.org%2Fadvocacy-for-others%2Fcyber-bullying%2F&tbnid=eEHqeElhRXKfKM&vet=12ahUKEwiqi9rNn6PsAhWii60KHUF6DlQQMygAegUIARCDAQ..i&docid=q2s2zLDCEuA-hM&w=1024&h=682&q=teenage%20sharing&hl=en&client=firefox-b-1-d&ved=2ahUKEwiqi9rNn6PsAhWii60KHUF6DlQQMygAegUIARCDAQ


Implications?

• COVID accelerated rise of new tech

• New tech platforms present challenges for policy & 

practice

• Existing regulations not well-suited to govern their use

• Key role for provider awareness to respond to--& 

influence—these trajectories



Telehealth & New Tech Takeaways

• Telehealth is "here to stay”…although form/scope TBD

• Disparities in access persist

• Traditional regulatory approach a poor fit for new 

health tech

• Providers should be aware of new tech, discuss with 

patients, and advocate for appropriate governance




